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Czech healthcare system

B Financed indirectly through health insurance system
B Fragmented system of founding bodies

- state, municipalities, cities, army, private, ...

B Different types of Healtcare providers

- teaching & faculty, regional, specialised, psychatric,
maternity, polyclinics, spas, hospic, emergency service

B ICT at hospital perceived as marginal, no central authority, lack of
vision in digitalization of heathcare

- Cybersecurity - understaffed, under-funded
B Cybersecurity act — operators of essential services
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_c_:sgnet Czech healthcare system / COVID

B Political and social pressure - significant increase in
cyber attacks on medical facilities.

B Technological dept - big differences in the level of IT
support and the needs of individual medical facilities.

B Rapid need for digitalization - lack of a shared vision of
how to take advantage of digital technologies to transform
healthcare.

B The issue of cyber security is fundamental in healthcare
personnel and financially underestimated.

B > Health providers as easy and ,, wealthy” target ®



+ Date Vector Malware Impact Damages (est).
“Rudolf and 11.12. 2019 Phishing EMOTET-TRICKBOT- Decommissioning of 2,5 mil EUR

Stefanie Hospital in RYUK (ransomware) hospital
BenesSov Malfunction of some

444 beds ICT services
Faculty hospital 12. 3. 2020 Phishing DEFRAY Decommissioning of ~ 6+ mil EUR
Brno (ransomware) hospital

1889 beds Unavailability of patient

data

Psychiatric 27. 3. 2020 Phishing DEWAR (ransomware) Encryption of shared
hospital storage, domain and
Kosmonosy application disks. Loss

600 beds of part of the backups
Faculty hospital 17. 4. 2020 Spear phishing Neni znam Not public
Ostrava

1200 beds
Faculty hospital 17. 4. 2020 Recoon scanning Neni znam Not public
Olomouc

1198 beds
Post-acute care Jan. 2021 Phishing Unauthorized use, 150 000 K&
hospital LDN BURAN (ransomware) damage and deletion
Horazd'ovice of data.

140 beds
Hospital in Ceska Feb. 2022 - ransomware Encryption of data -

Lipa

Malfunction of ICT
services
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No super-hero

https://allcore.ca/blog/what-does-managed-it-services-mean-to-you/



https://allcore.ca/blog/what-does-managed-it-services-mean-to-you/

cesnet Nobody will do instead of you...
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https://www.information-age.com/creating-rolling-out-effective-cyber-security-strategy-123494607/

cesnet Cooperation, Communication



https://jagwire.augusta.edu/free-virtual-cybersecurity-camps-offered-this-summer/
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Objective of the initiative

B To establish the community that will increase the number
of health service providers operating secure information
technologies with sufficient technical and personnel

background.

B Cooperation on building cyber security in healthcare
sector

B The goals and activities of the initiative are summarized in a
memorandum:

https://hsoc.cesnet.cz/ media/en/memorandum_en.pdf
O 61 health institutions, 3 universities, 1 ministry

N Support letter from Ministry of Health



https://hsoc.cesnet.cz/_media/en/memorandum_en.pdf
https://hsoc.cesnet.cz/_media/en/memorandum_en.pdf
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Objective of the initiative

Cybersecurity must be part of the basic principles of how
organizations operate

B Security cannot be outsourced ... responsibility cannot be
shirked (without lost of control)

B The need to build competence, develop expertise,
responsibility, consistency

B Support the cooperation of key components of the system
B Don't wait for a saviour, be inspired, share, cooperate
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CESNET's ENGA



gegnet

B association of universities of the Czech Republic and the
Czech Academy of Sciences.

B operates and develops the national e-infrastructure for
science, research and education which encompasses a
computer network, computational grids, data storage, and
collaborative environment.

B offers a rich set of services to connected institutions
https://www.cesnet.cz/services/



https://www.cesnet.cz/services/
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hSOC is...

B A platform for the exchange of information and good practice
B Warning and coordination communication channel

B A platform for the operation of shared services and
technologies

B A community of IT and security professionals and enthusiasts

B education platform



hSOC is NOT...

B Universal solution for the safety of medical facilities
B Subject...WE ARE COMMUNITY...

B Security Surveillance Center



ceshet Work organised into working groups

® HSOC- EMERGENCY B HSOC - Working Group
Emergency communication channel Main governing and coordination body
Threat inteligence, alerts B hSOC - Board

® HSOC-TECH Operations group

B HSOC- MANAGEMENT / CIOs

Standards, best-practice sharing,
Network/security analysis

Workshops, knoledge sharing Legislative and institutional aspects
B HSOC - MKB (Cybersecurity managers)

Best practice sharing, ISMS, audits Community management, Transparency,
B HSOC - Education and HR Community sharing platform

Capacity buiding, resources development and > httpsi//hsoc.cesnet.cz/en/index

education


https://hsoc.cesnet.cz/cs/index




Closed secure hSOC network
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g_:_?_gnet Closed secure hSOC network

Backbone

Dual (reduntant) connectivity



hSOC VRF

B Geographic redundancy of Internet connections in two locations

B Protection
 against IP spoofing,
against forgery of reported prefixes by peering partners,
against amplification (volumetric) DDoS attacks,
against aggressive and slow scans,
tools for users for analysis and regulation of their operation in
the CESNET e-infrastructure networ?(,
« automatic redirection of traffic for cleaning in the core of the

global Internet (global mitigation against detected sources of
unwanted traffic.

B Harder limits and policies

« Possibility of restriction, dropping the attack still on the
backbone network



20, value per 3 hours, cumulative

:15:

15:20-21/06/23 13

sums/time steps, 21/05/24 13

Detected-Event-Cnt.

Summary
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99.07%

1.625 M

In graph

0.93%
100.00%

0.015 M
1.641 M

Rest of results

Total

22 K

17.600 K

13.200 K

G.800 K

&40 K
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Flow-Cnt-Drop: sums/time steps, 22/02/09 00:00:00-22/02/11 00:00:00, value per 1 hour, cumulative

Summary

In graph 78.051 Mflows | 99.58% 3 MEjous

Rest of results  0.328 Mflows  0.42% 3 M lous %
Total 78.379 Mflows  100.00% 1 MElows

4 300 MFlows

2.580 Mflows

1.920 Mflows

0.960 MFlows

0 Mflows
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Src-lP Src-GeolP Flow-Start Flow-End Bytes-measured\Bytes-estimated Pkts-measured|Pkts-estimated) Flow-Cnt Flow-Cnt-Drop
22/02/09 11:31:00.000 | 22/02/10 08:50:48.000 794.470 MB 794.470 MB 15.597 Mp 19.597 Mp § 19589981 19502770
22/02/09 11:29:52.000 | 22/02/10 07:54:28.000 791.902 MB 791.902 MB 19.691 Mp 19.691 Mp § 19684338 19599917
22/02/09 11:32:20.000 | 22/02/10 08:50:48.000 781.825 MB 781.825 MB 19.283 Mp 19.283 Mp § 19276531 19190849
22/02/09 11:31:30.000 | 22/02/10 08:50:42.000 780.890 MB 780.890 MB 19.257 Mp 19.257 Mp § 19250179 19163519
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Next activities and plans

Standards and Best practice sharing
B Distributed CSIRT team

B Services
Redundant connectivity
Connection to private government network (eHealth)
Monitoring and Security tools, Community SIEM
Disaster recovery
Phishing tests
Community sharing platform

Emergency platform and communication procedures
Education and capacity building

Community support and assistance

Negotiations with Ministry of Health



Radovan Igliar
radovan@cesnet.cz



