Current threats
and trends

Tonu Tammer
Director of CERT-EE
Ol l1all-+HHOTT T o

m Authority




(=

o

A57% | RiGl INFOSUSTEEMI AMET
(=
<

Threats and trends

Financial motivation (75%) — invest small, earn big
* Phishing (data, credentials, agreements)
 Username and password alone is not secure

» Distribution of malware

* Exploitation of vulnerabilities (loT, web)

* Logs
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DDoS attacks: Q2 2022

Application-Layer DDoS Attacks - Distribution by target country
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Mitigating Internet traffic hijack risk

RPKI protected EE IP-s RPKI protected EE IP-s

Vulnerable Protected Vulnerable Protected



Did you patch
anything today?
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